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Abstract

The firewall policy rules is a core technology that has an important role in the network
security, through controlling the traffic with income and outgoing the packets over the
network. Moreover, the management of the firewall policy rules is a very complicated

function and error prone.

However, the poor management of the firewall policy rules work on vulnerability
the network security and this is the main reasons to cause conflict between two rules
or more. The conflict between the rules it called the anomalous firewall policy rules. There
are five type of anomalous rules namely (shadowing anomalous, generalization anomalous,
correlation anomalous, redundancy anomalous and irrelevance anomalous), each type
of anomalous rules has a different degree of overlapping complexity between

the rules.

We built a model for strengthening accuracy in detecting the anomalous firewall rules
in a small network, supported in the detection four type of anomalous rules namely
(shadowing, generalization, correlation and redundancy anomalous). We applied different
mechanism in matching process, through divided the IP address to four segments in array
and matching every element in segment position with other element segment position in the

same position and use the subnet mask to select the size of IP range.

We applied sixteen different experiment with different dataset sizes in detection the
anomalous rules, and we used the confusion matrix in evaluate the result according to overall
accuracy, and was the average of previous experiments according to the overall accuracy
is 92.71% . We believe that the result was acceptable because not there are any results in

related research to compare with it.

Keywords: Accuracy Factor, Anomalous Rules, Firewall Policy Rules, Mismanagement.
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CHAPTER 1: Introduction.

This chapter provides a brief introduction for our thesis, which explains the underlying
concepts of firewall policy rules and anomalous of firewall policy rules and it talks about
the thesis problem, the research objectives, the research importance, the research scope and

limitations, as well as the research methodology.

In [9] the firewalls are core elements in network security. However, managing firewall
rules, especially for enterprise networks, has become very complex and error-prone.
Firewall filtering rules have to be carefully managing and organized in order to correct the
implement of the security Policy. In addition, inserting or modifying a filtering rule requires
a thorough analysis of the relationship between this rule and other rules in order to determine

the proper order of this rule and commit the updates.

The firewall policy rules have become important and core element in networks
security, the firewalls have been the frontier defense for secure networks against attacks and
unauthorized traffic by filtering out unwanted network traffic coming into or going from
the secured network. The filtering decision is takes according to a set of ordered filtering

rules defined based on predefined security policy requirements [17].

In [22] is defined the managing of firewall technology is core step toward networks
secure, the complexity of modification and update firewall policy rules, might limit the
effectiveness of firewall security, a firewall policy rules may include anomalous rules,

where some a packet may match with two or more different filtering rules.

On other hand, when the filtering rules are define as a serious attention has to rule
relations and interactions in order to determine the proper rule ordering and guarantee
correct security policy semantics. With increasing the numbers of firewall policy rules, the
complexity of writing a new rule or modifying an existing one also increases, It is very
likely, in this case, result an anomalous policy rules such as, shadowing, generalization,

correlation and redundancy Anomalous rules [6].



1.1 Statement of Problem

One serious problem in the network security is the managing of the firewall policy

rules, the poor managing cause’s conflicts of these rules. This study tackles four types of

these conflicts dealing with anomalous policy rules in small network.

1.2 Objectives of Thesis

In this section, we present main objective and specific objectives of the research work.

1.2.1 Main Objective of Thesis

The main objective of this research is to develop a (SADAR) model for detection and

filtering the anomalous of the firewall policy rules in small network in order to increases the

accuracy factor in detecting these anomalous.

1.2.2 Specific Objectives of Thesis

1.

To conduct in depth study of some papers and scientific research concerning the

anomalous policy rules, and to review the most updated literature related.

Using linear search algorithm in (SADAR) model to detection the anomalous

firewall policy rules.

To design a (SADAR) model that is able to detect the anomalous firewall policy

rules for small networks.

To design and implement user interface suitable for the entry of new rules with

constraints and verifications for the validity of structure.

To create manually dataset including four kinds from anomalous« such as
(Shadowing Anomalous, Generalization Anomalous, Correlation Anomalous, and

Redundancy Anomalous) and normal policy rules for testing and experiencing runs.

Evaluation, evaluate the experiencing runs in different situations with new policy

rules, The accuracy factor in detecting anomalous firewall policy rules are evaluate.

1.3 Importance of the Thesis

1
2
3.
4

Strengthen the accuracy factor for detect the anomalous firewall policy rules.
Reduce the mismanagement through network administrator.
Minimize time and effort in finding and detection the anomalous policy rules.

More constrains and validation in writing and management firewall policy rules

2



Develop user-friendly interface.
Decrease the weakness in network security of detection the anomalous policy rules.

Check up the policy rules intermediately before its adoption.

L N o O

Work and use in independent environment as web application.

1.4 Scope and Limitations
1. Experimental tests to be conduct in Linux firewall version only (IP-Tables).
2. Detect the anomalous firewall policy rules in small networks.
3. This work is limited to individual firewall but not distributed firewalls policy rules.

4. Use top to down approach in detecting the anomalous rules, matching last rule with

old rules as descending mechanism.

1.5 Thesis Structure

This thesis consists of six chapters: Introduction, Theory Background, Related Works,
Methodology and Implementation, Experiments and Evaluation and finally, Conclusions

and Future work. The main chapters are listed as below:

CHAPTER 1: Introduction

This chapter provides a brief introduction for our thesis, which explains the underlying
concepts of firewall policy rules and anomalous of firewall policy rules and it talks about
the thesis problem, the research objectives, the research importance, the research scope and

limitations, as well as the research methodology.

CHAPTER 2: Theory Background

This chapter provides a brief introduction and an overview about firewall policy rules
and anomalous rules, its definition, essential characteristics and the types of anomalous rules

and examples.

CHAPTER 3: Related Works

This chapter provides an overview of the problem and solution in the recent related
works of this thesis, there has been a significant amount of research in recent years to detect
anomalous firewall policy rules, researchers apply different tools and approaches in

detection anomalous process based.



CHAPTER 4: Methodology and Implementation

In this chapter, we presented our research methodology and built the (SADAR) model
to strengthening accuracy in detection the anomalous rules. In implementation section, we
describe the (SADAR) model, which we built, programing language, main libraries used in
detection process.

CHAPTER 5: Experiments and Evaluation

In this chapter, we present details about the sets of experiments, and evaluate the

experimental results. In addition, discussion for each set experiments and evaluation.

CHAPTER 6: Conclusions and Future work

In this chapter, we present the conclusion summarize the research achievement of

experiments, and suggests future work



CHAPTER 2: Theory Background

This chapter provides a brief introduction and an overview about firewall policy rules
and anomalous rules, its definition, essential characteristics and the types of anomalous rules

and examples.

2.1 Overview of Firewall Policy Rule

In [22] define the firewall as a network security system between internal network and
external network. As shown in Figure 2.1, either hardware or software based. That controls
incoming and outgoing network traffic based on a set of policy rules and the firewall is be
the first line of defense in network security. Many businesses and organizations protect their
internal networks using firewalls and there is a several types of firewall technologies but

our research depend on firewall Packet Filter technology.

L\ Firewall T (

m LAN .. 5.— WAN\! “'-.H>

Q ® ( . m > -r__/
\\_\\h- : —

;‘

C -

YA N

Figure 2.1: A Firewall between Internal Network and External Network [5]

2.2 The Mechanism of Firewall:

The firewall policy rule in the controlling a traversal of packets across the boundaries
of a secured network, based on a specific security policy rule, a firewall policy rule is a list
of ordered filtering rules that define the actions performed on matching packets over the
action deny or accept the packet. The rules are composed of filtering fields (also called
network fields) such as protocol type, source IP address, destination IP address, source port
and destination port, and a filter action field. [22].



On other hand in [6] the filtering actions are either to accept, which allows the packet
to be pass into or from the secure network, or to deny, which causes the packet to be discard,
the packet is accept or denied by a specific rule, if the packet header information matches
all the network fields of this rule. Otherwise, the next following rule is use to test the
matching with this packet again. Similarly, this process repeated until a matching rule

is a founded or the default policy action is a performed.

In [23] defined the packet filtering firewalls is operate at layer 3 of the OSI model.
The packet filter firewall it receives packets and matching them with a set of list policy
rules, the packet filtering firewalls provide more of protection for a network with reduce
complications, the filtering packet is the process of passing or deny packets at a network
interface based on source and destination addresses, ports, or protocols rather for action
deny or accept, the new generation of packet filter can filter traffic based on many packet
attributes as the following (source IP address, source port, destination IP address or port

destination and service like www or FTP they can filter based on protocols).

In Figure 2.2, we discuss about the basic flow chart of packet filtering firewall of
process income packet from external network to internal network, the packet filtering
firewall receive the all packets come from external networks, the second step match every
packet in individually process step by step with a set of list policy rules based some attributes
as (source IP address, source port, destination IP address, port destination and protocol)
based the action (deny or accept), if the packet match with rules and the action was be accept
the firewall forwarding the packet to the destination, else if the action is denied then drop

the packet, finally if the packet does not match with any rule of the list of rules the firewall

is drop the packet[23].
Crrive Income Packets )
From External Network To
Internal Network

Packet Filtering Firewall

|

The Packet Matching With List
of Rules

If Not Match with Any Rule
Drop The Packet

Figure 2.2: Basic Flow Chart of Income Packet Filtering Firewall [24]

ll\iln-lnh with Deny Rul —————=Match with Accept RUIEJ

Forward to Packet
destination

Drop The Packet ]
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In Figure 2.3, we discuss about the basic flow chart of packet filtering firewall of process
outcome packet from internal network to external network, the packet filtering firewall
receive the all packets arrive from internal networks, the second step match every packet in
individually process step by step with a set of list policy rules based some attributes as
(source IP address, source port, destination IP address, port destination and protocol) based
the action (deny or accept), if the packet match with rules and the action was be accept the
firewall forwarding the packet to the destination, else if the action is deny then drop the
packet, finally if the packet not match with any rule of the list of rules the firewall is drop
the packet[23].

Outcome Packets
From Internal Network To
External Network

Packet Filtering Firewall

l

The Packet Matching With List
of Rules

If Not Match with Ay Rule
Drop The Packet

Figure 2.3: Basic Flow Chart of Outgoing Packet Filtering Firewall [24]

with Rule

3

Forward to Packert
destination

im--mch with Deny Rul

| Drop The Packet J

2.3 The Concepts of Policy Rules.

In [7] is define the rule as a set of criteria and an action to perform when a packet
matches the criteria of a rule consist of the elements direction, protocol, source IP,
source port, destination IP and destination port. Therefore, a complete rule may be define
by the ordered direction, protocol, source IP, source port, destination IP, destination port

and action. As shown in Figure 2.4 an example for rule as a set of criteria

Source Destination _\ //_V\_\‘
Protocol Address Port Address Port Action | ( Internet |
\S
1: tep, 140.192.37.20, any, *rEE 80, deny |
2: tcp, 140.192.37.*, any, **** 80, accept |
3: tcp, *EEE, any, 161.120.33.40, 80, accept ‘ DAY
4: tcp, 140.192.37.*, any, 161.120.33.40, 80, deny | - U,
5: tcp, 140.192.37.30, any, rREE 21, deny }
6: tcp, 140.192.37.*, any, e 21, accept Ereerall
7: tcp, 140.192.37.*, any, 161.120.33.40, 21, accept
8: tcp, *EEE, any, *EEE any, deny |
9: udp, 140.192.37.*%, any, 161.120.33.40, 53, accept
10: udp, *EEE, any, 161.120.33.40, 53, accept | s ~ =
11: udp, 140.192.38.*, any, 161.120.35.*, any, accept I D4 w_\' / D,
12: udp, TR any, SRRLoany o deny  J(440192370) | 151.120.3.3.01/'I
/

Figure 2.4: An Example For a Set Of Criteria As Rule [7]
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2.4 Issus of Firewall Policy Rules

The size of the rules set varies according to the type and size of the organization,
generally the rule set is very large because different network administrators often modify

the policy rules according to their requirements.

These changes could cause the occurrence of anomalous, because of the large size
of the rule set, it is difficult to detect anomalous by manually checking the rules one
by one [17].

2.5 Formalization of Firewall Rule Relations.

In [8] Al-Shaer et al. presented and defined all the possible relations that may exit
relate between two or more rules, the relations existing based on comparing the element

of the same field between two different rules may be equal, inclusive or distinct.

Two values are equal if they exactly match, and are inclusive if one value is a subset
of and not equal, the other (superset) and are distinct otherwise, two fields match if they are
equal or inclusive, the diagrams shown in Figure 2.5 illustrates these relations between two

filtering rules, Rx and Ry.

For examples, a source address value of 140.192.37.10 matches 140.192.37.x and does
not match 140.192.37.20.

Completely disjoint rules Inclusively matched rules Partially disjoint (or Correlated rules
partially matched) rules

Figure 2.5: Relations between Two Filtering Rules Rx and Ry [8].

Definition 1 [8]: Rules Rx and Ry are exactly matched if every field in Rx is equal to
the corresponding field in Ry. Formally: Rx exactly matches Ry if V i: Rx[i] = Ry[i] where
i € {protocol, src_ip, src_port, dst_ip, dst_port}

For example, rule 1 and rule 2 below are exactly matched since all corresponding

fields in both rules are equal.

1: tcp, 140.192.37.10, any, 163.122.51.%, 21, accept
2: tcp, 140.192.37.10, any, 163.122.51.%, 21, deny
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Definition 2 [8]: Rules Rx and Ry are inclusively matched if they do not exactly match
and if every field in Rx is a subset or equal to the corresponding field in Ry, In this relation,

Rx is called the subset match while Ry is called the superset match.

Formally: Rx inclusively matches Ry if V i : Rx[i] € Ry][i] and 3 j such that: Rx[j] #
Ry[j] where i, j € {protocol, src_ip, src_port, dst_ip, dst_port}

For example, rule 1 and rule 2 below are inclusively matched since they do not exactly
match and every field in rule 1 is a subset or equal to the corresponding field in rule 2. Rule

1 is the subset match of the relation while rule 2 is the superset match.

1: tcp, 140.192.37.10, any, 163.122.51.%, 80, accept
2: tcp, 140.192.37.%, any, 163.122.51.*, any, deny

Definition 3 [8]: Rules Rx and Ry are completely disjoint if every field in Rx is not a subset

and not a superset and not equal to the corresponding field in Ry.

Formally: Rx and Ry are completely disjoint if V i: Rx[i] Ry[i] where € {c, D, =}, i
€ {protocol, src_ip, src_port, dst_ip, dst_port}

For example, rule 1 and rule 2 below are completely disjoint since all corresponding

fields in both rules are distinct.

1: tcp, 140.192.37.10, 2000, 163.122.51.50, 80, accept
2: udp, 140.192.37.20, 3000, 163.122.51.60, 21, accept

Definition 4 [8]: Rules Rxand Ryare partially disjoint (or partially matched) if there
is at least one field in Rxthat is a subset or a superset or equal to the corresponding field in
Ry, and there is at least one field in Rxthat is not a subset and not a superset and not equal

to the corresponding field in Ry.

Formally: Rxand Ryare partially disjoint (or partially matched) if 3 i, j such that: R[i]
Ry[i] and R«[j] Ry[j] where € {c, o, =} and i, j € {protocol, src_ip, src_port, dst _ip,
dst_port}

For example, rule 1 and rule 2 below are partially disjoint (or partially matched) since
all fields in rule 1 are related to the corresponding fields in rule 2 except the destination port
field.



1: tcp, 140.192.37.10, any, *.*x.x.x, 80, accept
2: tcp, 140.192.37.%, any, *.x.x.*, 21, deny

Definition 5 [8]: Rules Rx and Ry are correlated if some fields in Rx are subsets or
equal to the corresponding fields in Ry, and the rest of the fields in Rx are supersets of the
corresponding fields in Ry.

Formally: Rx and Ry are correlated if v i: Rx[i] Ry[i] and 3 i, j such that: Rx[i]
Ry[i] and Rx[j] © Ry[j] where € {c, o, =} and i, j € {protocol, src_ip, src_port, dst_ip,
dst_port}

For example, Rule 1 and rule 2 below are correlated since they have the same protocol,
source and destination ports, and the source address of rule 1 is a subset of the corresponding
fields in rule 2 , and the destination address of rule 1 is a superset of that of rule 2.

1: tcp, 140.192.37.10, any, *.*.*x.x, 80, accept
2: tcp, *.x.x.x, any, 140.192.37.x, 80, deny

2.6 Classifications of Anomalous Firewall Policy Rules

Alshaer and Hamed [8, 9 and 13] propose a classification of Anomalous in firewall

policy rules as the following:

2.6.1 Shadowing Anomalies

One rule is have shadowing anomalies by another rules, whenever the rule which
comes first in rule set matches all the packets and the second rule which is positioned after
the first rule in rule set does not get chance to match any packet because the previous rule
has matched all the packets.

It is a very important problem since the rule coming later to the previous rule will
never be activate, important not when the traffic to be blocked will be allow or the traffic to

be permit can be block.

2.6.2 Generalization Anomalies

Two rules that are in order one of them is have generalization of another if the first
rules matches all the packets that can be also match by the second rule but the action
performed is different in both of the rules.
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If the order is reverse, the corresponding action will also be change. The rule, which
comes later in the rule list, is Shadow by the previous rule and it has no effect on incoming

packets. The super set rule is call General rule and the subset rule is call Specific rule.

If such generalization relation exists between two rules, then the superset rule should
be place after the subset rule in the rule list.

2.6.3 Correlation Anomalies

One rule is have correlation anomalies by another rules, if both of them matches
some common packets, the first rule matches some packets, which are also match by the
second rule, the problem in this case is that the action performed by both of the rules is
different.

It is a very important problem since then, in order to get the proper action, such
correlated rules must be detect and should be specify with proper action to be perform.

2.6.4 Redundancy Anomalies

One rule is have redundant by another rules, if each one of them matches some packets
and the also the same action, therefore, there is no effect on the firewall policy if one of

redundant rules would be remove from the rule set.

It is very important to search and remove the redundant rules from the rule set because
they increase the search time, space required to store the rule set and thus decrease the
performance of the firewall, the firewall administrator should detect and remove such
redundant rules to increase the performance of the firewall.

2.6.5 Irrelevance Anomalies

A filtering rule in a firewall is irrelevant if this rule cannot match any packets of traffic
that might flow through this firewall, on other hand, the path between the source and
destination addresses of this rule does not pass through the firewall and this rule has no
effect on the filtering outgoing and income packet of this firewall.

2.7 An Examples of the Anomalous Firewall Policy Rules

In this section, we present examples about the anomalous firewall policy rules [14].
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2.7.1 Example of Shadowing Anomalies

One or a set of previous rules that match all the packets, which also match the shadowed
rule, while they perform a different action, can shadow a rule, in this case, all the packets
that one rule intends to deny (accept) can be accepted (denied) by previous rule(s), thus the
shadowed rule will never be taken effect

For example in Table 2.1, R4 is shadow by R3 because R3 allows every TCP packet
coming from any port of 10.1.1.0/24 to the port 25 of 192.168.1.0/24, which is supposed to
be deny by R4.

Table 2.1: Example of Shadowing Anomalies

No. | Protocol Source IP And Port Destination IP And Port Action
R3 TCP 10.1.0.0/16 All 192.168.0.0/16 25 ACCEPT
R4 TCP 10.1.1.0/24 All 192.168.1.0/24 25 DROP

2.7.2 Example of Generalization Anomalies
A rule is a generalization of one or a set of previous rules if a subset of the packets

matched by this rule is also match by the preceding rules but taking a different action.

For example in Table 2.2, R5 is a generalization of R4, These two rules indicate that
all the packets from 10.1.1.0/24 are allow; except TCP packets from 10.1.1.0/24 to the port,
25 0f 192.168.1.0/24 it is worth to be noted that generalization might not be an error.

Table 2.2: Example of Generalization Anomalies

No. | Protocol | Source IP And Port Destination IP And Port Action
R4 TCP 10.1.1.0/24 All 192.168.1.0/24 25 DROP
R5 All 10.1.1.0/24 All 0.0.0.0/0 All ACCEPT

2.7.3 Example of Correlation Anomalies

One rule is correlate with other rules, if a rule intersects with others, but have
a different action, in this case the packets match by the intersection of those rules, may be

permitted by one rule, but denied by others.
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For example in Table 2.3, R4 correlates with R5, and all UDP packets coming from
any port of 10.1.1.0/24 to the port 53 of 172.32.1.0/24 match the intersection of these rules.
Since R2 is a preceding rule of R5, every packet within the intersection of these rules is

deny by R2. However, if their positions are swap, the same packets will be allow.

Table 2.3: Example of Correlation Anomalies

No. | Protocol Source IP And Port Destination IP And Port Action
R2 uDP 10.1.0.0/16 All 172.32.1.0/24 53 DROP
R5 All 10.1.1.0/24 All 0.0.0.0/0 All ACCEPT

2.7.4 Example of Redundancy Anomalies
A rule is redundant if there is another same or more general rule available that has the

same action.

For example in Table 2.4, R1 is redundant with respect to R2 in table 2.4, since all
UDP packets coming from any port of 10.1.2.0/24 to the Port 53 of 172.32.1.0/24 matched

with R1 can match R2 as well with the same action.

Table 2.4: Example of Redundancy Anomalies

No. | Protocol Source IP And Port Destination IP And Port Action
R1 ubDP 10.1.2.0/24 All 172.32.1.0/24 53 DROP
R2 uUDP 10.1.0.0/16 All 172.32.1.0/24 53 DROP

2.7.5 Example of Irrelevance Anomalies
The irrelevant anomalies, if this rule cannot match any packets traffic that might flow
through this firewall, in this case exists when both of the source address and the destination

address fields of the rule do not match with any packets traffic.
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Summary

We presented in this chapter, an overview of the anomalous firewall policy rules,
its definition, essential characteristics, and we presented all types of the anomalous firewall
policy rules and examples about it, and issue of firewall policy rules. We discussed the
network security problems through the anomalous firewall policy rules is becoming

a bottleneck in network security.
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CHAPTER 3: Related Works

This chapter provides an overview of the problem and solution in the recent related
works of this thesis, there has been a significant amount of research in recent years to detect
anomalous firewall policy rules, researchers apply different tools and approaches in

detection anomalous process based.
Therefore, we classified some the related works according to these categories:

A. Tools of detecting firewall anomalous
B. Techniques of detecting firewall anomalous

C. Data mining in detecting firewall anomalous
A. Tools of detecting firewall anomalous

Luan. Y. et al. [18] the author’s proposed a FIREMAN toolkit for detection the
anomalous firewall policy rules, FIREMAN can detect anomalies rules on among multiple
rules. Through analyzing the relationships between one rule and the collections of packet
spaces derived from all preceding rules. The FIREMAN also has limitations in detecting
anomalous firewall policy rules the FIREMAN only examines all preceding rules but

ignores all subsequent policy rules when performing Anomalous.

On the other hand, Pedditi S., et al. [19] proposed a new protocol called FIEP
(Firewall Information Exchange Protocol) works with distributed firewall, the FIEP works
while considering parent-child relationships in detection the anomalous rules. The authors
presented a simulated the protocol in Java with a static parent-child relationship. However
the FIEP have many limitation need to change hardware/ software of existing firewalls and
considering economic barriers and the FIEP is not implemented in real time, the results is

still of simulation stage.

The author's Al-Shaer and Hamed [9] proposed and presented tool called a Firewall
Policy Advisor for detection the anomalous firewall policy rules. is one of the earliest tools
for firewall analysis, it used Binary Decision Diagrams (BDDs), but have a limitation in
detection the anomalous firewall policy rules, only have the ability to detect the similar

anomalies of policy rules, on the other hand ignored the other anomalous types.
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B. Techniques of Detecting Firewall Anomalous

The author’s Khummanee et al. [20] proposed and presented a Novel Firewall Rule
Management Policy called Single Domain Decision Firewall (SDD) to verification the
anomalous policy rules. However, the (SDD) have a limitation on solution, was as detection
the rules have action acceptance in filtering the packets and ignore all deny action and

implemented in virtual environment.

On the other hand, Anbarasan et al. [10] presented an Anomalous management
framework for firewalls to detection the anomalies rules, using a rule-based segmentation
technique in detection process, using packet space segmentation approach as the algorithm
in Figure [3.1]. This technique is generating packet space segments for a set of firewall rules
R, works by a disjoint packet space segments with rule, every packet segment associated
with rules overlap relation among those rules. This approach not useful for small network,
and not work in real-dynamic environment and need more equipment and effort in detection

process.

Algorithm 1: Segment Generation for Network Packet
Space of a Set of Rule /R: Partition(R)

Input: A set of rales, /2.
Output: A set of packetl space segments, S

1 foreach » & R do

2 S, — PacketSpace(r);

3 foreach s = S do

4 S* s, iy a subset of s/

5 if s, < s then

6 S.Append(s \ s,);
T 8 4—— S

b L Preak;

9 A* s, iy a superser of 8%/
10 else if s, & s then

11 L s~ < 5. N\ s:

12 5, partially martches s*/
13 else if s, M s 7 0 then
14 S. Append(s \ s,):
15 S 4—— S, M 53

16 Sy —— Sy N\ S

17 S. Appernd(s,);:

18 returm S

Figure3.1: Segment Generation for Network Packet Space Algorithm [10]

On the other hand, Jeffrey A. [15] proposed a model checking the anomalies rules
used a Binary Decision Diagrams to analyse firewall policy management and it was
experimentally found that, the algorithm Binary Decision Diagrams; The algorithm for
management in firewall IPTables format, the limitation of this research is the algorithm is

classified as NP-Complete but is still not implemented.
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The Authors, Hongxin Hu et al. [14] presented and implemented a policy analysis
tool called Firewall Anomalous Management Environment (FAME), which too uses binary
decision diagrams to represent firewall rule sets. FAME introduces a grid representation
(matrix based) of the firewall anomalous, which provides a better understanding of policy
anomalous. The experimental results can resolve 92 percent of the firewall conflicts; The
FAME is unable to collect firewall rules in real-time dynamic systems. Moreover, FAME

currently cannot handle in small firewalls rules.
C. Data Mining of Detecting Firewall Anomalous

The Authors, Golnabi K. et al. [16] using data mining technique to explore large
amount of datasets of rules in detection process about the anomalous firewall policy rules,
using association rule and frequency-based techniques, in provide a tool to analyze the
network traffic from firewall log data files and rules. The mining technique also has
limitation is needed large amount of dataset policy rules and firewall log data “packets
space” files to be useful in detection anomalous firewall policy rules so; this is not efficient

of firewall policy rules in small network because not have large amount of policy rules .

Summary

Most prior related works mentioned in this chapter introduced some solutions, but
there are some limitations in detection anomalous policy rules, in [18] ignores all subsequent
policy rules when performing anomalous, in [19] the solution is still of simulation stage, in

[20] detection the rules have action acceptance only.

So, in our research, we consider these issues as possible, and we presenting strengthen
the accuracy factor in detection the anomalous firewall policy rules, Therefore, we will be
careful in applied the implementation of the proposed model, the (SADAR) model is
classified as tool in detecting the anomalous rules.
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CHAPTER 4: Methodology and Implementation

In this chapter, we presented a research methodology in Section 4.1, to produce the
main objective of our (SADAR) model, and then we described in details the implementation

in Section 4.2.

4.1 Research Methodology

In this section, the proposed (SADAR) model methodology was presented and built
The (SADAR) model for strengthening the accuracy factor is a main and important task
within created our (SADAR) model for small network security through detection the

anomalous firewall policy rules.

The accuracy factor in detection the anomalous rules is still a bottleneck and main
issues in detection the anomalous rules. Therefore, we are being careful in designing our
(SADAR) model to be more accurate. The methodology consists of three main phases as

follows:

1. Research and review.
2. Data collection.
3. Process of Proposed (SADAR) Model.

4.1.1 Research and review

In this section, we was survey and review some of the recent researches in previous
chapter closely related to the thesis statement of problem, unlike previous researches we are
going to design the (SADAR) model. We will consider these cons in previous research to

overcome them in our research, in the following points:

1. Detection the anomalous rules within action acceptance and deny
2. Detection all of the anomalous firewall policy rules and the anomalous in sub rules.

3. Implement the detection process of every anomaly type as individual process to
increases the accuracy factor.

4. Design interface to view every type of the anomalous rules in a separate table, to be
the results are more accurate of review.

5. Build constraints for entry any new policy rules for the firewall to reduce
mismanagement.
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Figure 4.1: Add and Management New Rules

4.1.2 Data Collection

In this section, we built sixteen different dataset divided to four groups based on four

different experiments according to anomalous types , all data sets are building based on six

attributes of firewall policy rules, shown in Table 4.1 description of dataset attributes.

Table 4.1: Description of Dataset attributes [25]

Attributes Name

Description

IP Destination

IP Destination of the packet

IP Source

IP Source of the packet

Source port

Source port of the packet.

Destination port

Destination port of the packet

Protocol

Transport-layer protocol (i.e., TCP or UDP) of the packet

Action

Action to be performed on the traffic matching the rule
(allow, deny)

On other hand, those groups is divided into four different size dataset and we suppose

the size of dataset is more than 30 hosts and less than 200 hosts.

Every dataset is a created from different subnetworks; all datasets are divide into 30%

anomalous rules and 70% normal rules, shown in Table 4.2 details of splitting the dataset.

Table 4.2: Details of Splitting the Dataset

Dataset No. | Normal rules Anomalous Rules Total Rules
1 140 60 200
2 84 36 120
3 42 18 60
4 21 9 30
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4.1.3 Process of the Proposed (SADAR) Model

The process of the proposed (SADAR) A Model for Strengthening Accuracy
in Detection the Anomalous Firewall Rules in Small Network. is have three main section,
to produces the main objectives of our research over on strengthening the accuracy factor
in detecting the anomalous firewall policy rules in small network security, the main section
of (SADAR) model are (Interaction Interface, Detection Process of (SADAR) Model And

Repository) as below in Figure 4.2

‘ Interaction Interface Repository

Interaction And Uses I The Data Set Of

>Add and Update and Delete of Rules.
»Validate the inputs of rules.

> The Correctness firewall policy rules

> The Anomalous firewall policy rules
> Reports —J

>Searchingand Queries

Detection process of (SADAR) model

Yes No Yes N

Session

Session

o |
— |
©
£ |
o
= I
= '
5 |
P}
5] |
2 (o) I
(=]
E | =
S L=
— @
E 2
- | 2
= 1 | S
Y Correlation . 4 % Redundancy | 8
-
= | &
w
No| £ | Yes N e
Yes 5 o | B
= ~
9 | 2
=
a | &=
2| v :
B
© |
v |
Anomalous Correctness |
Rules Rules I
Save in Save in '
|
|

After the end of detection anomalous rules

Figure 4.2: General View of Proposed (SADAR) Model
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In this section, we present a description in the main sections of the process (SADAR)

model, as below.

4.1.3.1 Interaction Interface Section

The first section of (SADAR) model have many function to help the administrator in

managing and detection the anomalous firewall policy rules, thought the below points.

1. Add, Update And Delete Of Rules

The administrators can managing the firewall policy rules thought interface easy
to use, help the administrators in add any new rules and delete old rules and update

any old policy rules.
2. Validate the Inputs of Rules

Validate the inputs of the policy rules is necessary in managing the firewall to

ensure the all input of rules is correctness data.

3. Reports

Display reports about the anomalous rules.
4. Searching and Queries

Help the administrators to reduce the time in the managing of the firewall policy
rules we design searching part in the data set of the firewall policy rules.

4.1.3.2 Detection Process Section

The second section of the model have the main core processing of detection the
anomalous rules. In this section have four part, every part customized for detection one type

of anomalous.

These portions detection about four types of anomalous as the following:
generalization anomaly, redundancy anomaly, shadowing anomaly and correlation
anomaly. At the end of processing in detection the anomalous firewall policy rules save all
anomalous in separate dataset to help the administrator in review the anomalous rules before

add any new rules in future.

4.1.3.3 Repository

In repository section, there are two sub repositories as the following:
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1. Repository of Anomalous Rules.

There are link between the repository and interaction interface, in search query and
present reports about the cases of anomalous rules, usefully of reviewing in reports
over network administration, On other hand, after detection process, save detected,
is saved in independent dataset, through the link between the detection process and
repository.

2. Repository of Correctness Rules

There are link between the repository and interaction interface, in search query and
present reports about the correctness rules, usefully of reviewing in reports over
network administration. On the other hand, after completion of detection process
and validation of append the new rule does not conflict with any other rules is
saved in independent dataset, to be as a list of rules, to use in matching between

the packets and rules.

4.1.3.4 The Flow chart of (SADAR) Model

In this section, we discuss the main steps of functions for our “SADAR” model,

through the below flow chart in Figure 4.3, as below.
1. Modify one or more new rules to check and detect the anomalous.
2. Submit query or search about old rules.
3. Validation all the input of new rules with stander rule format.
4. Share new rules to distribution process.
5. Share the current rules form dataset of firewall to distribution process.

6. Distribute and divide new and current rules to the four main parts to detect

anomalous.

7. After detected all parts of anomalous detection process, if the new rule not have any

anomalous with old rules store the new rules in dataset to preview and store.
8. Store all new rules into current rules dataset of firewall policy rules.

9. After finishing from all parts of anomalous detection, if the new rule have any

anomalous with old rules store data set to preview.
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10. Feedback from all new rules have anomalous to administrator.
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Figure 4.3: The Flow Chart of Proposed (SADAR) Model

4.2 Implementation of Proposed (SADAR) Model

In this section, we present the main points, is implementation of (SADAR) model,
describe the programing language as used and explain how we used the linear search

algorithm in detection the anomalous rules.
4.2.1 Programing language

We implement our (SADAR) Model on web application approach, because the web
application is suitable can execution in any operating system, we used language

programming PHP version 5.1.6 with Code-Igniter framework based MV C technique [27].
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We programming and built four in dependent classes for detection four types of the
anomalous policy rules, namely: (class to detection the generalization anomalous, class to
detection the redundancy anomalous, class to detection the shadowing anomalous, class to
detection the correlation anomalous)

4.2.2 Linear Search Algorithm

The Linear search algorithm or called as the sequential search algorithm is the
basic search algorithm, used in data structures, linear search is used to find a particular
element in an array or list of data, through matching between the goal element with other
element [28].

We used the linear search algorithm in implement (SADAR) Model in detection the
anomalous rules. We applied the algorithm in matching the new rule with old rules based
on the attributes of rule as the following (Protocol, Source IP and Port, Destination IP and

Port and Action) with all new rules and old rules.

In Table 4.3 an example of matching the attributes between new rules with old rules,

we match every attribute of new rule with old rules in individual matching:

Table 4.3: An Example of Matching the Attributes between New Rules with Old Rule

New Rule Old Rule
Action Action
Protocol Protocol
Destination Port Destination Port
Source Port Source Port
Source IP/Subnet Mask Source IP/Subnet Mask
Destination IP/Subnet Mask Destination IP/Subnet Mask

However, in matching new rule (source IP, destination IP) with old rule (source IP,
destination IP), is still core issue, because is every anomaly type is have different conditions
with other anomalous types, to apply the main goal of our research in strengthening accuracy

factor in detect the anomalous rules.

Moreover, we use different mechanism in matching process, thought divided the IP

address to four segments in array and matching every position segment with other position

24



segment in the same position and use the subnet mask to select the size of IP range, as the

following in table 4.4.

Table 4.4: An Example for IP Address Segmentation and Matching

Rule No. Source IP Destination IP
1 192 168 1 1 192 168 4 10
2 192 168 2 3 192 168 4 3

4.2.3 Pseudo Code Used in Implementation (SADAR) Model:

we present an overview of pseudo code for detection the anomalous firewall policy
rules, over four independent classes used in implement our model, for detection four types

of anomalous rules, as the below:

1. Pseudo code of detect the correlation anomalous.

The main core of this class is matching the overlapping between the new rules with old
rules, based on if some fields of new rule are subsets or equal to the corresponding fields in
old rule and some fields of new rule are supersets to the corresponding fields in old rule,
and their actions are different.

2. Pseudo code of detect generalization anomalous
The main core of this class is matching the overlapping between the new rules with old
rules, based on if every field of new rule is a superset or equal to the corresponding field in

old rule and the actions are different.

3. Pseudo code of detect redundancy anomalous
The main core of this class is matching the overlapping between the new rules with old
rules, based on if every field of new rule is a superset or equal to the corresponding field in

old rule and both rules have the same action.

4. Pseudo code of detect shadowing anomalous
The main core of this class is matching the overlapping between the new rules with old
rules, based on if every field of new rule is a superset to the corresponding field in old rule

and their actions are different.
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4.2.3.1 Pseudo Code of Detect the Correlation Anomalous

Class Correlation_Anomalous_Detection {

Public function Correlation
($source_new_ip,$subnet_source_ip,$destination_new_ip,$subnet_destination_ip,

$source_new_port,$destination_new_port,$new_protocol,$new_action,$source_new _ip,
destination_new_ip) {

$source_new_ip = Segments ('.",$source_new _ip);

$destination_new_ip = Segments ('.",$destination_new _ip);

foreach (list-of-old not end){

$source_old_ip = Segments('.",$source_old_ip);

$destination_old_ip = Segments('.",$destination_old_ip);

IF ((Comparison ($old_protocol,$new_protocol) == 1) or ($new_protocol=="All') or ($old_protocol=="All"))
{

IF ((Comparison ($old_action,$new_action) == 1)) {

IF ((Comparison ($source_old_ip[0],$source_new_ip[0]) == 1) and
(Comparison ($source_old_ip[1],$source_new_ip[1]) == 1) and
(Comparison ($source_old_ip[2],$source_new_ip[2]) == 1) and
(Comparison ($source_old_ip[3],$source_new_ip[3]) == 1)) {

IF ((Comparison ($destination_old_ip[0],$destination_new _ip[0]) == 1) and
(Comparison ($destination_old_ip[1],$destination_new_ip[1]) == 1) and
(Comparison ($destination_old_ip[2],$destination_new_ip[2]) == 1) and

(comparison ($destination_old_ip[3],$destination_new_ip[3]) == 1)) {

IF (($source_old_port==$source_new_port)){

IF (($destination_old_port==%destination_new_port)){

Correlation _Array[]=0Id_rule;

/[save the anomaly rule in array, then at the end export the array to private table in dataset

33333
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4.2.3.2 Pseudo Code of Detect Generalization Anomalous

Class Generalization_Anomalous_Detection {

Public function Generalization
($source_new_ip,$subnet_source_ip,$destination_new_ip,$subnet_destination_ip,

$source_new_port,$destination_new_port,$new_protocol,$new_action,$source_new _ip,
destination_new_ip) {

$source_new_ip = Segments ('.",$source_new _ip);
$destination_new_ip = Segments ('.",$destination_new _ip);
foreach (list-of-old not end){

$source_old_ip = Segments(".',$source_old_ip);

$destination_old_ip = Segments('.",$destination_old_ip);

IF ((Comparison ($old_protocol,$new_protocol) == 1) or ($new_protocol=="All') or ($old_protocol=="All"))
{

IF ((Comparison ($old_action,$new_action) == 1)) {

IF ((Comparison ($source_old_ip[0],$source_new_ip[0]) == 1) and
(Comparison ($source_old_ip[1],$source_new_ip[1]) == 1) and
(Comparison ($source_old_ip[2],$source_new_ip[2]) == 1) and

(Comparison ($source_old_ip[3],$source_new_ip[3]) == 1)) {

IF ((Comparison ($destination_old_ip[0],$destination_new _ip[0]) == 1) and
(Comparison ($destination_old_ip[1],$destination_new _ip[1]) == 1) and
(Comparison ($destination_old_ip[2],$destination_new _ip[2]) == 1) and

(Comparison ($destination_old_ip[3],$destination_new_ip[3]) == 1)) {

IF (($source_old_port==$source_new_port)){

IF (($destination_old_port==%destination_new_port)){

Generalization _Array[]=0Id_rule;

/Isave the anomaly rule in array, then at the end export the array to private table in dataset
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4.2.3.3 Pseudo Code of Detect Redundancy Anomalous

Class Redundancy_Anomalous_Detection {

Public function Redundancy
($source_new_ip,$subnet_source_ip,$destination_new_ip,$subnet_destination_ip,

$source_new_port,$destination_new_port,$new_protocol,$new_action,$source_new._ip,
destination_new_ip) {

$source_new_ip = Segments ('.",$source_new _ip);

$destination_new_ip = Segments ('.",$destination_new _ip);

foreach (list-of-old not end){

$source_old_ip = Segments('.",$source_old_ip);
$destination_old_ip = Segments('.",$destination_old_ip);

IF ((Comparison ($old_protocol,$new_protocol) == 0) or ($new_protocol=="All') or ($old_protocol=="All"))
{

IF ((Comparison ($old_action,$new_action) == 1)) {

IF ((Comparison ($source_old_ip[0],$source_new_ip[0]) == 1) and
(Comparison ($source_old_ip[1],$source_new_ip[1]) ==1) and
(Comparison ($source_old_ip[2],$source_new_ip[2]) == 1) and

(Comparison ($source_old_ip[3],$source_new_ip[3]) == 1)) {

IF ((Comparison ($destination_old_ip[0],$destination_new_ip[0]) == 1) and
(Comparison ($destination_old_ip[1],$destination_new_ip[1]) == 1) and
(Comparison ($destination_old_ip[2],$destination_new_ip[2]) == 1) and

(Comparison ($destination_old_ip[3],$destination_new_ip[3]) == 1)) {

IF (($source_old_port==$source_new_port)){

IF (($destination_old_port==%destination_new_port)){

Redundancy _Array[]=0ld_rule;

/Isave the anomaly rule in array, then at the end export the array to private table in dataset

33333

28



4.2.3.4 Pseudo Code of Detect Shadowing Anomalous

Class Shadowing_Anomalous_Detection {

Public function Shadowing
($source_new_ip,$subnet_source_ip,$destination_new_ip,$subnet_destination_ip,

$source_new_port,$destination_new_port,$new_protocol,$new_action,$source_new _ip,
destination_new_ip) {

$source_new_ip = Segments ('.",$source_new _ip);

$destination_new_ip = Segments ('.",$destination_new _ip);

foreach (list-of-old not end){

$source_old_ip = Segments('.",$source_old_ip);
$destination_old_ip = Segments('.",$destination_old_ip);

IF ((Comparison ($old_protocol,$new_protocol) == 1) or ($new_protocol=="All') or ($old_protocol=="All"))
{

IF ((Comparison ($old_action,$new_action) == 1)) {

IF ((Comparison ($source_old_ip[0],$source_new_ip[0]) == 1) and
(Comparison ($source_old_ip[1],$source_new_ip[1]) == 1) and
(Comparison ($source_old_ip[2],$source_new_ip[2]) == 1) and

(Comparison ($source_old_ip[3],$source_new_ip[3]) == 1)) {

IF ((Comparison ($destination_old_ip[0],$destination_new _ip[0]) == 1) and
(Comparison ($destination_old_ip[1],$destination_new_ip[1]) == 1) and
(Comparison ($destination_old_ip[2],$destination_new_ip[2]) == 1) and

(Comparison ($destination_old_ip[3],$destination_new_ip[3]) == 1)) {

IF (($source_old_port==$source_new_port)){

IF (($destination_old_port==%destination_new_port)){

Shadowing _Array[]=0ld_rule;

/Isave the anomaly rule in array, then at the end export the array to private table in dataset
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Summary

In this chapter, we presented our research methodology and built the (SADAR) model
to strengthening accuracy factor in detection the anomalous rules, and described the main
section of model, in implementation section; we described the (SADAR) model, which we

built, programing language, main classes used in detection process.
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CHAPTER 5: Experiments and Evaluation.

In this chapter, we presented our experiments, then evaluation the accuracy factor
of (SADAR) model, to ensure the main objective of our research through the strengthening
the accuracy factor in detecting the anomalous firewall policy rules, and detect any

anomalous rules modification or updating
5.1 Experiments Setup
In this section, we present an overview about the dataset, experimental environment
and tools used in (SADAR) model experiment, as the following:

5.1.1 Dataset collection.

The (SADAR) model is applied on different size of dataset over anomalous rules,
we collected a similar dataset used in previous research in chapter 3, contain four types of
anomalous rules, as shadowing, generalization, correlation and redundancy anomalous rules

and correct rules, show in Table 5.1 sample dataset of firewall policy rules.

Table 5.1: Sample Dataset of Firewall Policy Rules.

No. | Protocol Source IP & Port Destination IP & Port Action
R1 UDP 10.1.2.0/24 All 172.32.1.0/24 53 DROP
R2 UDP 10.1.0.0/16 All 172.32.1.0/24 53 DROP

R3 TCP 10.1.0.0/24 All 192.168.0.0/16 25 ACCEPT

R4 TCP 10.1.0.0/24 All 192.168.0.0/16 25 ACCEPT

R5 UDP 10.1.0.0/24 All 192.168.0.0/16 25 DROP

R6 TCP 10.1.0.0/24 All 192.168.0.0/16 25 ACCEPT

R7 TCP 192.168.0.0/16 | All 192.168.1.0/24 25 DROP

R8 All 10.1.1.0/24 All 0.0.0.0/0 All ACCEPT
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5.1.2 Experimental Environment and Tools.

Our experiments are conducted with a laptop PC, running windows 8.1 x64 operating
system with core i5- 3230M CPU, @ 2.60 GHz, with 8 GB memory RAM.

In (SADAR) model experiments being conducted using the following equipment and
software.

5.1.2.1 Design and Build Real Small Network

We design and bullied real small network environment, this network have central

firewall policy rules for control the traversal the packets in external and internal network.

The network have many sub networks to use different levels of IP address network
to be more complicated in the managing, this leads us to testing larger numbers
of cases of anomalous and check the accuracy in detecting the anomalous, as shown in
Figure 5.1.
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Figure 5.1: The Main Structure of Small Network Used in Our Experiment
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5.1.2.2 Operating System and Firewall

We used Linux operating system and use IPTables last version of firewall under Linux

operating to apply the rules and we use apache server.

5.1.2.3 Programming Languages and Software
We use php programing language with Code-Igniter framework and MySQL database
application and we use Firefox and Google Chrome web browser in execution (SADAR)

model.

5.2 Experiment and Results of (SADAR) Model.

In this section, we present sixteen different experiment, those experiments are divided
into four different groups of experiments according to four types of anomalous rules,

and the details of these experiments are explained as follows:

5.2.1 Experiment and Result of Shadowing Anomalies

In this section, we applied four different experiments according into different dataset
of the firewall policy rule, the dataset of firewall policy rules is building with different cases
according to the overlapping of the anomalous of shadowing type and the dataset is divided
into 70% normal rules and 30% anomalous rules. Show in Table 5.2 illustrates the results

of four experiments according into the detection the shadowing anomalous rules.

Table 5.2: Experiments Results on Detection the Shadowing Anomalous Rules

. Dataset Description Of Firewall Policy Rules Experiments Results
Experiment

No. Dataset Normal Anomalous Total Detected Time
No. Rules Rules Rules Rules (MS)

1 1 140 60 200 57 0.6460

2 2 84 36 120 33 0.1996

3 3 42 18 60 16 0.0454

4 4 21 9 30 7 0.0120

On the other hand, in these experiments we applied the overlapping of shadowing
anomalies, if one or a set of previous rules that match all the packets while they perform a
different action, in this case, all the packets that one rule intends to (deny/accept) can be

accepted (denied) by previous rules, the shadowed rule will never be taken effect.
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Shown in Table 5.3, sample of shadowing anomalous rules, for example, the R2 is
shadow by R1 because R1 allows every TCP packet coming from any port of 10.1.1.0/24 to
the port 25 of 192.168.1.0/24, which is supposed to be deny by R2.

Table 5.3: Sample Dataset of shadowing anomalous rules

No. | Protocol Source IP And Port Destination IP And Port | Action
R1 TCP 10.1.0.0/16 All 192.168.0.0/16 25 | ACCEPT
R2 TCP 10.1.1.0/24 All 192.168.1.0/24 25| DROP

5.2.2 Experiment and Result of Generalization anomalies

In this section, we applied four different experiments according into different dataset
of the firewall policy rule, the dataset of firewall policy rules is building with different cases
according to the overlapping of the anomalous of generalization type and the dataset is
divided into 70% normal rules and 30% anomalous rules. Show in Table 5.4 illustrates the

results of four experiments according into the detection the generalization anomalous rules.

Table 5.4: Experiments Results on Detection the Generalization Anomalous Rules

) Dataset Description Of Firewall Policy Rules Experiments Results
Experiment
No. N I |A I Total D
Dataset No. orma nomalous ota etected Time (MS)
Rules Rules Rules Rules
1 1 140 60 200 57 0.3912
2 2 84 36 120 33 0.1434
3 3 42 18 60 16 0.0369
4 4 21 9 30 8 0.0101

On the other hand, in these experiments, we applied the overlapping of generalization
anomalies, if one or a set of previous rules and a subset of the packets matched by this rule

is also matched by the previous rules but taking a different action.

shown in Table 5.5, sample dataset of generalization anomalies , For Example, R2 is

a generalization of R1, These two rules indicate that all the packets from 10.1.1.0/24 are
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allow; except TCP packets from 10.1.1.0/24 to the port, 25 of 192.168.1.0/24 it is worth to

be noted that generalization might not be an error.

Table 5.5: Sample Dataset of Generalization Anomalous Rules

No.| Protocol Source IP And Port Destination IP And Port | Action
R1 TCP 10.1.1.0/24 All 192.168.1.0/24 25 DROP
R2 All 10.1.1.0/24 All 0.0.0.0/0 All | ACCEPT

5.2.3 Experiment and Result of Correlation Anomalous

In this section, we applied four experiments according into different dataset of the
firewall policy rule, the dataset of firewall policy rules is building with different cases
according to the overlapping of the anomalous of correlation type and the dataset is divided

into 70% normal rules and 30% anomalous rules. Show in Table 5.6 illustrates the results

of four experiments according into the detection the correlation anomalous rules.

Table 5.6: Experiments Results of Detection the Correlation Anomalous Rules

. Dataset Description Of Firewall Policy Rules Experiments Results
Experiment

No. Firewall Norma | Anomalous Total Detected Time

No. Rules Rules Rules Rules (MS)

1 1 140 60 200 55 0.3567

2 2 84 36 120 31 0.1318

3 3 42 18 60 15 0.0329

4 4 21 9 30 7 0.0103

On the other hand, in these experiments we applied the overlapping of correlation
anomalies, if one or a set of rules is correlation with other rules, if a rule intersects with
others but taking a different action, in this case the packets matched by the intersection of

those rules may be allow by one rule, but denied by others.

Shown in Table 5.7, sample of correlation anomalous, For Example, R1 correlation
with R2, and all UDP packets coming from any port of 10.1.1.0/24 to the port 53 of

172.32.1.0/24 match the intersection of these rules, since R1 is a previous rule of R2, every
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packet within the intersection of these rules is deny by R1. However, if their positions are

swap, the same packets will be allow.

Table 5.7: Sample Dataset of Correlation Anomalous Rules

No.| Protocol Source IP And Port Destination IP And Port | Action

R1 UDP 10.1.0.0/16 All 172.32.1.0/24 53 DROP

R2 All 10.1.1.0/24 All 0.0.0.0/0 All | ACCEPT

5.2.4 Experiment and Result of Redundancy Anomalies

In this section, we applied four experiments according into different dataset of the
firewall policy rule, the dataset of firewall policy rules is building with different cases
according to the overlapping of the anomalies of redundancy type To ensure all possible
cases in this type and the dataset is divided into 70% normal rules and 30% anomalous rules.
Show in Table 5.8 illustrates the results of four experiments according into the detection the

redundancy anomalous rules.

Table 5.8: Experiments Results on Detection the Redundancy Anomalous Rules

. Dataset Description Of Firewall Policy Rules Experiments Results
Experiment

No. Dataset Normal | Anomalous Total Detected Time

No. Rules Rules Rules Rules (MS)

1 1 140 60 200 58 0.6729

2 2 84 36 120 35 0.1631

3 3 42 18 60 17 0.0891

4 4 21 9 30 8 0.0562

On the other hand, in these experiments we applied the overlapping of redundancy
anomalies, If there is another same or more general rule available, that has the taking
(action).

Shown in Table 5.9, sample of redundancy anomalous rules, R1 is redundant with
respect to R2, since all UDP packets coming from any port of 10.1.2.0/24 to the Port 53 of
172.32.1.0/24 matched with R1 can match R2 as well with the same action.
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Table 5.9: Sample of Redundancy Anomalous Rules

No. | Protocol Source IP And Port Destination IP And Port | Action

R1 UDP 10.1.2.0/24 All 172.32.1.0/24 53 | DROP

R2 UDP 10.1.0.0/16 All 172.32.1.0/24 53 | DROP

5.3 The Evaluation the Proposed (SADAR) Model

In this section, performance evaluation of the (SARDAR) model in detection the
anomalous firewall rules is one of the most important tasks in our research based the overall

accuracy, for evaluating the experiments and results.

We use confusion matrix because it extracts the results and computing the accuracy,

detection rate, classification error, and f-measure.

A confusion matrix shows the number of correct and incorrect predictions made by
the classification model compared to the actual outcomes (target value) in the data [1],
there are four estimates define the members of the matrix as the below:

True Positive (TP): refer to number of positive instances that correctly labeled by the model

False Positive (FP): refer to number of negative instances that were incorrectly labeled by
the model.

True Negative (TN): refer to number of negative instances that correctly label by the model.

False Negative (FN): refer to number of positive instances that were incorrectly labeled by
the model

Table 5.10: Confusion Matrix [4]

Target
Confusion Matrix
Positive Negative
Positive True Positive (TP) False Positive (FP)
Model
Negative False Negative (FN) True Negative (TN)
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Also, the overall accuracy the most commonly to evaluate performance of our model
in detection the anomalous firewall rules and other measures using confusion matrix to

evaluate the performance which as following:

Detection Rate: refer to percentage of positive instances that correctly labeled by the
model [4].

_ No. Anomalies x|TP|+ No. Normal X |TN (Eq. 5.1)
- No. Anomalies + No. Normal

Classification Error: refer to relative number of misclassified, and the rate was recorded
on the training and testing data sets [4].
: Fr RN 3 Eq.5.2
Classification Error = ’— =100 - overall accuracy (Eq )

ey

Recall: refer to number of positive instances that correctly labeled by the model [4].

Recall = —2_ (Eq. 5.3)

TE+FN

Precision: refer to the percentage of retrieved instances that are relevant [4].

TE (Eq. 5.4)

TP+ FF

Precision =

Overall Accuracy: refer the percentage of test set tuples that are correctly classified by the
model [4].

Overall Accuracy = L (Eq.5.5)

|ITE|+|FE|+ITN|+|FN|

F-measure: refer to the harmonic mean of precision and recall [4].

F —measure =

Precision Reca

2 X Precision X Recall (Eq 56)

Precision + Recall

True Positive Rate: refer to number of positive instances that correctly labeled by the
model [4].

o TE
True Pasitive rate = P (Eq 5.7)
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False Positive Rate: refer to number of negative instances that were incorrectly labeled by
the model [4].

False Positive rate = E (EQ- 5.8)

TNLED
i IS

True Negative Rate: refer to number of negative instances that correctly label by the
model [4].

True Negative rate =

(Eq. 5.9)

TN+FP

False Negative Rate: refer to number of positive instances that were incorrectly labeled by
the model [4].

FN

False Negative rate = (Eg. 5.10)

TP+FN

5.3.1 Evaluation the Experiment and Result of Shadowing Anomalies

In this section, we present the performance evaluation four different experiments
according to the detection of shadowing anomalous rules, we used the confusion matrix into
measuring the performance evaluation the detection of shadowing anomalous rules in
previous experiments results, Table 5.11 and Figure 5.2 illustrates the results of the

performance evaluation (detection of shadowing anomalous rules).

Table 5.11: Results of the performance Evaluation of Shadowing Anomalies
Exp. Exp. EXP. EXP.

Description NO. 1 NO. 2 NO. 3 NO. 4 EXP. Average
Overall Accuracy 96.45 94.11 92.17 84.54 91.82%
Classification Error 3.55 5.89 7.83 15.46 8.18%
Detection Rate 95.87 93.13 90.86 81.84 90.42%
Recall 96.45 94.11 92.17 84.54 91.82%
Precision 95.00 91.67 88.89 77.78 88.33%
F-measure 95.72 92.87 90.50 81.02 90.03%
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Figure 5.2: Results of the Performance Evaluation of Shadowing Anomalies

We note the result of the evaluation measuring is different in every experiment, these
results are logical according to the composition of dataset used in previous experiments,
these dataset generate based different collection from subnetworks and depend on the
ordering of the rules can affect significantly in detection between the anomalous rules with

normal rules.

On other hand, the results of evaluation measuring are affected based to the
overlapping complexity between the anomalous and normal rules according to the

anomalous types.

The shadowing anomalous rules have a medium degree of overlapping complexity
between the rules and this affects in the results of evaluation measuring, comparing with
another type of the anomalous rules, the overlapping complexity between the rules depends
as the following: Each field in Ry is compare to the corresponding field in Rx and if every
field of Rx is a superset or equal to the corresponding field in Ry and their actions are

different, therefore; these factors have medium effect in the detection more anomalous rules.

Therefore, the shadowing anomalous rules have the average of overall accuracy is

91.82% and this is a medium rate comparing with another type of the anomalous rules.
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5.3.2 Evaluation the Experiment and Result of Generalization Anomalies

In this section, we present the performance evaluation four different experiments

according to the detection of generalization anomalous rules.

We used the confusion matrix into measuring the performance evaluation the
detection of generalization anomalous rules in previous experiments results, Table 5.12 and
Figure 5.3 illustrates the results of the performance evaluation (detection the generalization

anomalous).

Table 5.12: Results of the Performance Evaluation of Generalization Anomalies

Description A A EXR, A Experiments average
P NO. 1 NO.2 | NO.3 | NO.4 P 9
Overall Accuracy 96.45 94.11 92.17 92.17 93.73
Classification Error 3.55 5.89 7.83 7.83 6.27
Detection Rate 95.87 93.13 90.86 90.86 92.68
Recall 96.45 94.11 92.17 92.17 93.73
Precision 95.00 91.67 88.89 88.89 91.11
F-measure 95.72 92.87 90.50 90.50 92.40
120 g E# ﬁ = "mIoeb Noo ~Noo mmﬂq
= © = 0 - n = [ n o N
w © gg 8 3 o84 5 gagg p 8$§g SE;Q

3.55
5.89
7.83
7.83
6.27

m
. I~
()]
80
60
40
20 0 0 i

EXPERIMENT NO. 1 EXPERIMENT NO. 2 EXPERIMENT NO. 3 EXPERIMENTNO. 4 EXPERIMENTS

AVERAGE
s Overall Accuracy e Classification Error Detection Rate
Recall . Precision mm F-measure

----- Linear (Overall Accuracy)

Figure 5.3: Results of the Performance Evaluation of Generalization Anomalies
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We note the result of the evaluation measuring is different in every experiment, these

results are logical according to some factors as:

e The composition of dataset used in previous experiments, these dataset generate based
different collection from subnetworks.

e The ordering of the rules is affect significantly in detection between the anomalous rules
with normal rules.

e The degree of overlapping complexity between the anomalous and normal rules can

affects significantly in evaluation results.

On other hand, the generalization anomalous rules have a medium degree of
overlapping complexity between the rules, comparing with another type of the anomalous

rules; the overlapping complexity between the rules depends as the following:

If every field of Rx is a superset or equal to the corresponding field in Ry and the

actions are different.

Therefore, the generalization anomalous rules have the average of overall accuracy is

93.73% and this is a medium rate comparing with another type of the anomalous rules.
5.3.3 Evaluation the Experiment and Result of Correlation Anomalies
In this section, we present the performance evaluation four different experiments

according to the detection of correlation anomalous rules.

We used the confusion matrix into measuring the performance evaluation the
detection of correlation anomalous rules in previous experiments results, Table 5.13 and
Figure 5.4 illustrates the results of the performance evaluation (detection of correlation

anomalous rules).

Table 5.13: Results of the Performance Evaluation of Correlation Anomalies

Description EXP. EXP. EXP. EXP. Experiments Average
NO. 1 NO. 2 NO. 3 NO. 4
Overall Accuracy 94.11 90.25 88.33 84.54 89.31
Classification Error 5.89 9.75 11.67 15.46 10.69
Detection Rate 93.13 88.59 86.33 81.84 87.47
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Recall 9411 | 9025 | 8833 | 8454 89.31

Precision 91.67 86.11 83.33 77.78 84.72

F-measure 92.34 88.13 85.76 81.02 86.81
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Figure 5.4: Results of the Performance Evaluation of Correlation Anomalies

We note the result of the evaluation measuring is different in every experiment, these

results are logical according to some factors as:

complexity between the rules, comparing with another type of the anomalous rules; the

The composition of dataset used in previous experiments, these dataset generate based

different collection from subnetworks.

The ordering of the rules is affect significantly in detection between the anomalous rules

with normal rules.

The degree of overlapping complexity between the anomalous and normal rules can

affects significantly in evaluation results.

On other hand, the correlation anomalous rules have a high degree of overlapping

overlapping complexity between the rules depends as the following:

fields of Rx are supersets to the corresponding fields in Ry, and their actions are different,

If some fields of Rx are subsets or equal to the corresponding fields in Ry and some

then Rx is correlation with Ry
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Therefore, the correlation anomalous rules have the average of overall accuracy is

89.31% and this is a low average comparing with another type of the anomalous rules.

5.3.4 Evaluation the Experiment and Result of Redundancy Anomalies

In this section, we present the performance evaluation four different experiments
according to the detection of redundancy anomalous rules, we used the confusion matrix
into measuring the performance evaluation the detection of redundancy anomalous rules in
previous experiments results, Table 5.14 and Figure 5.5 illustrates the results of the

performance evaluation (detection of redundancy anomalous rules).

Table 5.14: Results of the Performance Evaluation of Redundancy Anomalies

Description EI)C()Pl E|>C()P2 EI)C()P3 EI)C()P4 Experiments Average
Overall Accuracy 97.63 98.02 96.06 92.17 95.97
Classification Error 2.37 1.98 3.94 7.83 4.03
Detection Rate 97.24 97.70 95.41 90.86 95.30
Recall 97.63 98.02 96.06 92.17 95.97
Precision 96.67 97.22 94.44 88.89 94.31
F-measure 97.15 97.62 95.25 90.50 95.13
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Figure 5.5: Results of the Performance Evaluation of Redundancy Anomalies
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We note the result of the evaluation measuring is different in every experiment, these

results are logical according to some factors as:

e The composition of dataset used in previous experiments, these dataset generate based

different collection from subnetworks.

e The ordering of the rules is affect significantly in detection between the anomalous rules

with normal rules.

e The degree of overlapping complexity between the anomalous and normal rules can

affects significantly in evaluation results.

On other hand, the redundancy anomalous rules have a low degree of overlapping
complexity between the rules, comparing with another type of the anomalous rules; the

overlapping complexity between the rules depends as the following:

If every field of Rx is a superset or equal to the corresponding field in Ry and both

rules have the same action.

Accordingly, the redundancy anomalous rules have the average of overall accuracy is

95.97% and this is a high average comparing with another type of the anomalous rules.

Summary

In this chapter, we presented four different experiment according to four type of
anomalous rules as (shadowing anomalous, generalization anomalous, correlation
anomalous and redundancy anomalous) have been constructed to detection the anomalous

rules.

In experiments section, we applied in every experiment four different dataset sizes
based on 70% normal rules and 30% anomalous rules and these dataset have a different

composition according to collection from different subnetworks.

We performed these experiments using different overlapping relationship between the
anomalous and normal rules based on each anomalous types, these dataset covered possible

situations of anomalous rules.

On other hand, we noted the results for each experiment in order to evaluate and

discuss these results.
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In the evaluation section, we evaluated our model using confusion matrix to measuring
the performance of detection the anomalous rules, Table 5.15 and Figure 5.6 illustrates the

average summary of performance evaluation.

Table 5.15: Average Summary of Performance Evaluation

3| 2. | s = 5 5

AnEIJ_malous g % g8 § & § ;g 8
ype 5 8 g L] g o & 2 E

@)

Shadowing 91.82 8.18 90.42 91.82 88.33 90.03
Generalization 93.73 6.27 92.68 93.73 91.11 92.4
Correlation 89.31 10.69 87.47 89.31 84.72 86.81
Redundancy 95.97 4.03 95.3 95.97 94.31 95.13
Average Summary | 92.71 7.29 91.47 92.71 89.62 91.09
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Figure 5.6: Average Summary of Performance Evaluation

According to summarization in table 5.15 of evaluation average, we can extract some
observations from it, the evaluation average is different results in every experiment, but it

is logical results, because each experiment can affects by several factors as the follows:

e The composition of dataset used in every experiment is different, these dataset generate

based different collection from subnetworks.
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e The ordering of the rules is affect significantly in detection between the anomalous rules

with normal rules.

e Every anomalous type have different degree of overlapping complexity between the

anomalous and normal rules in detection can affects significantly in evaluation results.

Accordingly, the results of performance evaluation in detection the anomalous rules

are logical and satisfaction, according to the overall accuracy average is 92.71%.
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CHAPTER 6: Conclusion and Future Work

6.1 Research Conclusion

A firewall policy rules play core function in network security, however, the managing
of firewall policy rules is very complicated task and error-prone. Therefore, the poor
management of the firewall policy rules is resulting five type of anomalous rules, and this

is one of the main reasons into vulnerability the network security.

To achieve our goal of our research based to the strengthening the accuracy factor in
detection the anomalous rules. We applied different mechanism in matching process,
through divided the IP address to four segments in array and matching every element in
segment position with other element segment position in the same position and use the

subnet mask to select the size of IP range.

In our research, we built sixteen different dataset divided to four groups based on four
different experiments according to anomalous types, and was the average of previous
experiments according to the overall accuracy is 92.71%. We believe that the result was

acceptable based on the data used in the experiments.

6.2 Future Work

In the near future; the detection of anomalous firewall policy rules is still hot topics
and research in networks security, however, the management of firewall rules has been
proven to be complex task and error-prone. Therefore, the mismanagement of policy rules

is very dangerous and main reasons in vulnerability of network security.

On the other hand, we will try to use down-top mechanism based on the matching

between the anomalous rules and normal rules to increase detection the anomalous rules.
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