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Abstract

This dissertation investigates the potential of multi-photon tolerant protocols for
satellite-aided global quantum key distribution (QKD). Recent investigations like braided
single-stage protocol and the implementation of the three-stage protocol in fiber have
indicated that multi-photon tolerant protocols have wide-ranging capabilities for
increasing the distance and speed of quantum-secure communication. This dissertation
proposes satellite-based network multicasting and its operation that can profitably use
multi-photon tolerant protocols for quantum-secure global communication.

With a growingly interconnected world and an increasing need for security in
communication, communication satellites at Lower Earth Orbits (LEO), Medium Earth
Orbit (MEQ) and Geostationary Earth Orbit (GEO) have a potential role in serving as a
means to distribute secure keys for encryption among distant endpoints. This dissertation
systematically evaluates such a role. The dissertation proposes a layered framework using
satellites and fiber optic links that can form a composite system for carrying the
information payload and distributing quantum-secure keys for encrypting information in
transit.

Quantum communications links are currently point-to-point. Considering the concept
of global QKD network, there is need for multicast quantum links. Multi casting can be
achieved in quantum networks by (a) using multiple wavelengths, or (b) using use
specific set of bases. In efforts to develop a composite quantum secure global
communication system; this dissertation also introduces the concept of multi-photon
tolerant quantum threshold cryptography. The motivation for development of threshold

cryptography is that a secret can be encrypted with multiple users and requires multiple
X



users to decrypt. The quantum threshold cryptography is proposed by using idea of
multiple bases. This can be considered as step forward towards multiparty quantum
communication. This dissertation also proposed layered architecture for key distribution.

Concisely, this dissertation proposes the techniques like multicasting in quantum
scenario, quantum threshold cryptography to achieve the goal of secured global

communication.
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Chapter 1: Introduction

Cryptography is only as strong as the weakest link —Bruce Schneier

Effective communication serves to inform, to motivate, establish control, and
emotively express an individual’s identity. As much as open communication plays an
integral part in society, there is no denying that secrets have had an equally profound
impact on history and human behavior. Cryptology is the science of secret writing. There
are two parts of cryptology: first is cryptography that deals with communication security
and the other is cryptanalysis that deals with breaking the cryptographic schemes.

This chapter discusses the evolution of cryptography, mathematical advancements

in cryptography and concepts of quantum cryptography.
1.1 World of Cryptography

Cryptography has played an important role in the history of any society that
depend on information [1]. The ingrained urge of human nature to discover secrets
has led to attacks on the secret methods developed by scholars and making them un-
operational. The ongoing battle between code makers and code breakers has truly
inspired a whole series of remarkable scientific breakthroughs.

After looking at the history of cryptography, we see that the use of cryptography
dates back to 2000 B.C., with non-standard, secret hieroglyphics was used in ancient
Egypt and the scytale of Sparta were used in ancient Greece [2]. These techniques
were very simple and easy to break with few trial and error methods. Julius Caesar
introduced a cipher by a simple letter substitution method called as Caesar Cipher.
In this method as long as shift key is secure, the data is secured [3]. In 1926, G.S.

1



Vernam published the idea of one time pad, where the secure key is used only once
for a message [4]. One time pad was the first provably secure cipher. The basic idea
behind it is to have each symbol of the plaintext added modulo alphabet size to
another symbol of a random secret key. Together they form a cipher text that will
undergo the exact same operation at the receiving end with the exact same symbol
from the random key; now the cipher text is decrypted back into plaintext. Shannon
showed that the security of information is guaranteed if the key it is encrypted with is
as long as the message and never reused [5]. Various encryption techniques like the
German Enigma machine and the Japanese Purple machine, secret telegram methods,
and Morse code were developed for encryption during the period of World War | and
Il [6]. After World Wars, cryptography became more widespread and people in
everyday life essentially used it. Furthermore, cryptography became a tool not only
for encryption, but also for other tasks such as digital signatures and various forms of
authentication. In 1977, IBM designed one of the most popular symmetric encryption
algorithms used today; it is the Data Encryption Standard (DES). In 2001, the
National Institutes of Standards and Technology chose Advance Encryption Standard
(AES) as a successor to DES.

The mathematical approaches play a very important role in cryptographic
techniques. Shannon quotes “The problem of good cipher design is essentially one of
finding difficult problems, subject to certain other conditions. We may construct our
cipher in such a way that breaking it is equivalent to (or requires at some point in the
process) the solution of some problems known to be laborious ”. One-way trapdoor

functions, modular arithmetic are some of the examples that have shaped
2



development of many currently used cryptographic protocols. There are two broad
classes of cryptographic techniques: symmetric key cryptography where only single
key is used for complete transaction and asymmetric key cryptography where a set of
keys is used for encryption and decryption. Diffie and Hellman developed the concept
of Public key cryptography. The crucial contribution of Diffic and Hellman’s system
was one-way functions or trap-door functions, which are simple to calculate in one
direction. However while solving for the key, unless one knows certain key details,
solving the key is challenging [7]. Rivest Shmair and Adleman introduced one of the
most widely used public key cryptography namely, RSA [8]. Apart from the
widespread Diffie Hellman, RSA, and ElI Gamal cryptographic systems, there are
many modern mathematics-centered methods for securing data transfer. They include
elliptic curve cryptography, lattice-based cryptography, and the NTRU cryptosystem,
hash function-based digital signatures. The ongoing game of cat and mouse between
cryptographers and cryptanalysts continuously generated a need for developing
advanced techniques that provide perfect security. That realization led to leap in the
field of quantum cryptography.
1.2 Quantum Cryptography

In 1970, Stephen Wiesner wrote a paper “Conjugate Coding,” in which he

explained how quantum physics can be used in principle to produce bank notes that

would be impossible to forge [9]. Although the idea of quantum money proposed by

Wiesner was impractical, the idea lead to series of experiments in the fiels of quantum

cryptography. In quantum cryptography, security depends on two fundamental physical

laws called as Heisenberg’s uncertainty principle and no-cloning theorem [10].

3



Quantum information can be represented in the form of a qubit (short for quantum
bit). A quantum bit, or qubit, is a quantum system in which the classical Boolean states 0
and 1 are replaced by a pair of mutually orthogonal quantum states labeled by{|0), |1)}
[11]. Physically, a qubit corresponds typically to the two levels of some microscopic
system such as a polarized photon, a trapped ion, a nuclear spin, etc. However, unlike the
other classical quantities, qubit need not be in either the 0 or 1 state but can occupy both
states at the same time. This characteristic is based on superposition principle of qubit
[12].

Although currently information sent via quantum bits is unconditionally secure,
there are practical limitations associated with transferring a qubit on a physical medium
like an optical fiber, wireless, etc. The technologies necessary for transmission are still in
the embryonic phase for quantum information processing. However to make use of the
best available method, the following process can be followed: Rather than sending all the
information on qubits, one can just send the essential “keys” for encrypting data. Several
companies are focusing quantum key distribution (QKD) that protects data through this
aspect of exchanging secret keys [13]. Charles H. Bennett of IBM and Gilles Brassard of
the University of Montreal hence proposed the first protocol for quantum cryptography in
1984 the name BB84. A key distribution using QKD would be almost impossible to steal
because QKD systems continually and randomly generate new private keys that the
sender and the recipient share.

Foundation of QKD rests on Heisenberg’s uncertainty principle. A standard laser
can be modified to emit single photons, each with a particular orientation. Eavesdroppers

in cryptography parlance can record the orientations with photon detectors, but doing so
4



changes the orientation of some photons, thus alerting the sender and receiver of a
compromised transmission and increasing bit error rate (BER) in the transmission. If the
BER is sufficiently small, it can be assumed that information transferred is secure; and
one can derive the right information with arbitrarily high precision. A high BER will
likely indicate an intrusion, so the sender and receiver could discard those keys or bits
and reinitiate the process of deriving the key. Two companies, MagiQ Technologies
(New York, NY) and ID Quantique (Geneva, Switzerland) have released commercial
QKD systems and are successful in accomplishing the first step toward quantum
communication [14, 15].

“The quantum communication is a combination of the quantum cryptography and
modern communication techniques such as the optical communication, mobile
communication, and Internet network techniques” [16].

According to a paper entitled “Recent Development In Quantum Communication” by
Song Si Yu and Wang Chuan [17], quantum communication offers more power than
QKD. Quantum secret sharing (QSS) distributes secret keys to two or more shared users
[18], which can be viewed as quantum key distribution between multi-users. Quantum
teleportation is a basic ingredient in quantum information architectures [19]. The
principle of quantum teleportation is to transfer an unknown state to the legal user at a
distant distance. Quantum secure direct communication (QSDC) offers direct
communication of secret messages between distant users, which eliminate the need for

another classical communication as in the case with QKD



1.3 Aim and scope of the dissertation

The specific aim of this dissertation is to propose a composite system for quantum
key distribution to secure global communication using multi-photon tolerant quantum
cryptography protocols. There are three parts associated with proposed composite
system: first is the network of satellites, second is the ground to air communication and
third is the ground-to-ground communication. In this dissertation, we primarily focus on
satellite network part and ground to air communication. For configuring the composite
system, a logical layered architecture is proposed. This dissertation also proposes a
guantum protocol suite to bring into attention the need of standardization in the field of
guantum communication.

Quantum communication as of now is restricted for point-to-point communication.
This dissertation proposes a multi-photon based threshold quantum cryptography where
more than two parties are required to contribute to encrypt or decrypt a secret key. The
idea of threshold cryptography is to protect information by distributing it among
authenticated users. The scheme can be considered as a step towards multiparty to
multiparty quantum cryptography. This dissertation also proposes a scheme based on
wavelength division multiplexing for multi-photon tolerant protocol for multicasting over
free space optics links. The proposed lab implementation setup is explained for the proof
of concept of multicasting. The key management in case of multiparty is explained with
the quantum thresholding protocol.

Thus, this dissertation explains aspects of a composite system for secured global

communication.



1.4 Organization of the dissertation
This dissertation aims to establish multi-photon tolerant protocol based global quantum
key distribution system. Chpater 1 begins with some background information about
cryptography. Chapter 2 describes the research done in the fields of quantum
cryptography. It starts with the description of BB84 protocol and its variants and practical
challenges associated with implementing them. It further explains the multi-photon
tolerant protocol like three-stage protocol. Chapter 3 explains braided single-stage
protocol with its lab implementation details and error analysis related to implementation.
It further describes the optical burst switched (OBS) network concepts and how braided
single-stage protocol can be implemented on it. The aforementioned application in OBS
takes care of the ground-to-ground communication part of the composite system. Chapter
4 aims at implementing the braided single-stage protocol for satellite to ground
communication. It shows that the security can be applied to geostationary level of
satellites. Chapter 5 explains the concept of multi-photon based threshold quantum
cryptography scheme with possible application. Chapter 6 describes the global quantum
key distribution system with layered architecture, multicasting, key management and

overall information flow. Chapter 7 concludes this dissertation.



Chapter 2: Quantum Communications

Quantum communication is an art of transferring quantum state from one place to

another. It is a filed of applied quantum physics closely related to quantum information

processing and quantum teleportation. Its most interesting application is protecting

information channel against eavesdropping by means of quantum cryptography. Before

explaining the details of quantum key distribution protocols we understand an evaluation

of the security schemes provided by the cryptographic techniques with following

definitions [20].

Provable security: A cryptographic method is said to be provably secure (that is,

proof is subject to assumption) if the struggle of cracking a code can be shown to

T
ISEP!

[

be essentially as difficult as answering a well-known, very difficult problem.
Computational security: A proposed security method is called as computationally
secured if the amount of computational effort required to break the system
security would require by a comfortable margin more computational resources
than are available to the adversary.

Unconditional security: The system approach to security is based on the
supposition that even if the adversary possesses unlimited computational
resources, the security of the system could not be broken by any means. This
system is also called perfect security. To date, the one- time-pad technique is the

only method considered to be included in this method.

Quantum cryptography has been proven unconditionally secured because it is

invulnerable to attacks as it employs fundamental laws of physics like the uncertainty

principle and the no-cloning theorem [21]. According to the principles of quantum
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mechanics, any type of attempt to measure photons will cause disturbances in their state.
By detecting this disturbance, the presence of an adversary will be sensed on the channel.
In other words, when information is encoded in non-orthogonal quantum states, one
obtains a communication channel with a transmission that in principle cannot be copied
or read by an eavesdropper.

This chapter addresses the most popular application of quantum cryptography,
which is quantum key distribution. First we will understand BB84 protocol and its
variants for QKD. The second section explains the challenges in the implementation of
QKD protocols for guantum communication. Further the last section explains an
approach for quantum secure communication using multiple photons.

2.1 Quantum Key Distribution

Quantum mechanics is the basis on which quantum key distribution protocols rely
to transfer and share keys. In QKD, information is encoded into one degree of freedom of
photons (e.g. polarization state), while the other degrees of freedom (phase, wavelength
etc.) must contain no information[22]. The common entities used in the description of the
protocols are: Alice, who is sender of keys; Bob, who is receiver; Eve is the intruder or
eavesdropper. There are usually three phases for all QKD protocols namely raw key
exchange, key sifting, and key distillation. The raw key exchange is the only quantum
part of the overall process because it is the only stage at which quantum states are
transmitted between Alice and Bob.

2.1.1BB84
Theoretical physicists Charles Bennett (IBM) and Gilles Brassard (University of

Montreal) proposed the first method of secure key transmission using quantum physics in
9



1984 [23]. Alice and Bob are connected by a quantum channel and classical public

channel. The protocol uses four quantum states and two bases. In terms of polarization of

light, the bases can be represented as either |-) and |T) (or |H) and |V)) for the

horizontal/vertical (H/V or +) basis, and |7) and |\) (or |D) and |A)) for the

diagonal/anti-diagonal (D/A or X) basis. The procedure is as follow:

1.

Alice chooses a random bit string and a random sequence of polarization bases for
encoding the bits and sends the encoded qubits over the quantum channel to Bob.
As Bob receives the photons, he decides randomly, for each photon and
independently of Alice, whether to measure using + basis or x basis and
interprets the result of the measurement as a binary 0 or 1.

A random answer is produced when one tries to measure horizontal polarization
on diagonal photon and vice versa. Thus, Bob obtains useful data only from half
of the photons on which Bob detects perfect polarization basis [24].

The key exchange stage is now completed. Now the key sifting stage will start. At
this point, Alice and Bob discuss their bases. They will discard all the bits where
different bases have been used. These steps come at high cost; almost 50% of the
raw key bits are discarded in order to generate what we call a sifted key. tokpd
If the error level is higher than the security threshold previously agreed by both

parties, Alice and Bob terminate the key agreement based on the assumption that

"the quantum channel is eavesdropped,” and the protocol is restarted [21].

Error correction and privacy amplification are then performed to distill the key and

reduce the amount of information that Eve got by intercepting the channels. The

following table shows the protocol steps with specific examples.
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Legends used: D: x basis, R: + basis, = accepted positions

Quantum Transmission

bit

Alice’s random bits 0110110015961 1%001
Random sendingbases |[D R D R R R R R D D R D D D R
Photons Alice sends P t L t t —_—— N\ t R t
Randomreceivingbase |R D D R R D D R D R D D D D R
Bits as received by Bob | 1 1 1 0 0 O 1 1 1 0 1
Public Discussion

Bob reports bases of | R D R D DR R D D D R
received bits

Alice says which bases = = = = = =
were correct

Presumably shared 1 1 0 1 0 1
information

Bob reveals some key 1 0

bits at random

Alice confirms them = =

Outcome

Remaining shared secret 1 0 1 1

Table 1 Illustration of the BB84 protocol with specific example
At this moment, Alice and Bob possess identical strings, but those strings are not

completely private. Eve may have gained some information about them either by beam
splitting or through intercept/resend [25]. The procedures of reconciliation and privacy
amplification are purely classical and were first introduced in 1992 by Bennett et al.
Privacy amplification is the art of distilling highly secret shared information, perhaps for
use as a cryptographic key, from a larger body of shared information that is only
partially secret [26]. The aim behind PA is to diminish any information Eve has on the
sifted key. According to Claude Shannon, the mutual information given by I(A: B) =

H(A) + H(B) — H(AB) is the fraction of perfectly correlated keys that can be extracted




from the partially correlated sifted keys. The fraction of the key to be discarded is equal
to min(les, Ie4); I is Eve’s information about the sifted key of Alice and Bob. Igg and Iga
represents mutual information of Eve with Bob and Alice respectively. A PA procedure
that works in a provable manner is based on two-universal hash functions. In summary,
the extractable fraction of the key using one-way post processing is given by:
r =I1(A: B) —min(Iga, IeB).

Other forms of post-processing procedure exist, such as the two-way post- processing. In
this type of post-processing both Alice and Bob can be senders and the bounds on the

extractable fraction can be significantly improved [27-29].

2.1.2 Variants of BB84

After the successful experimental realization of the BB84 protocol [30], there
were many variants that emerged. To name a few, decoy state protocol[31], SARG04
protocol[32]and B92 protocol [33].
E91 Protocol: This was proposed before implementation of BB84. The approach is
different than BB84 because the Ekert scheme [34] uses entangled pairs of photons
instead of single photons and Bell state measurement. The scheme relies on two
properties of entanglement. First, the entangled states are perfectly correlated in the sense
that if Alice and Bob both measure whether their particles have vertical or horizontal
polarizations, they always get the same answer with 100% probability. Second, any
attempt at eavesdropping by Eve destroys these correlations in a way that Alice and Bob

can detect.
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Decoy state protocol: In QKD protocols, it is difficult to generate single photon because
perfect single-photon source does not exist. Instead, practical sources, such as weak
coherent state laser source, are widely used for QKD. In Decoy state QKD, a few
different photon intensities instead of one. The details are mentioned in chapter 4.
SARGO04 protocol: It is provably better than BB84 against photon number splitting
(PNS) attacks at zero error. If the pulse contains more than one photon, then Eve can split
off the extra photons and transmit the remaining single photon to Bob. This is the basis of
the PNS attack. It shows that by encoding a classical bit in sets of non-orthogonal qubit
states, quantum cryptography can be made significantly more robust against PNS attacks.
The protocol is identical to the BB84 protocol for all the manipulations at the quantum
level and differs only in the classical sifting procedure.
2.2 Challenges to QKD
Despite the important theoretical and experimental achievements, a number of key
challenges remain for QKD to be widely used for securing everyday interactions. Few of
the major challenges for developing high performance and low cost QKD systems are
discussed as follows.
2.2.1 Key rate and distance

Currently a strong disparity exists between current classical communication and
QKD data rates. While classical systems are achieving the speeds of few Thit/sec;
guantum systems are able to reach only few Mbits/sec. This is because the key rate
depends crucially on the performance of the detector used. Some of the photo detectors
are avalanche photodiodes that operate above the breakdown voltage in Geiger mode.

The maximum operating speed is in few ns [35]. Key rate increase is possible using
13



wavelength or spatial mode multiplexing technologies that have been routinely used for
increasing the bandwidth in data communications[36]. Extending the communication
range of QKD systems is a major driving factor for technological developments in view
of future network applications. The use of single photon detectors with low noise is the
key in increasing distances of communication. In particular, the attainable distance range
depends on the type and operation temperature of the detectors[37]. InGaAs avalanche
photodiodes can tolerate losses of 30 and 52 dB when cooled to -30 and -120 °C. This
loss is equivalent to 360 km of standard single mode fiber. Free space optics techniques
work great for achieving more distances.
2.2.2 Cost and robustness

For QKD systems to be used in real world networks, the system needs to be
robust and low cost along with highly efficient. Experiments like mentioned in [38, 39]
show that QKD systems can co-exist within existing fiber architecture. The high cost is a
result of the highly specialized single photon generators and detectors. Another important
avenue to address the issue of cost and robustness is photonic integration. Chip-scale
integration will bring high level of miniaturization, leading to compact and light- weight
QKD modules that can be mass-manufactured at low cost.

2.2.3 Security aspects

Though quantum cryptography provides unconditional security theoretically,
there are certain security challenges for practical implementations. These challenges arise
due to imperfections of the devices used in QKD systems. For example, QKD always rely
on detectors to measure the relevant quantum property of single photons. The paper [40]

demonstrate experimentally that the detectors in two commercially available QKD
14



systems can be fully remote-controlled using specially tailored bright illumination.
Reference [41] studied the risk of Trojan horse attacks due to back reflections from
commonly used optical components in QKD. The point-to-point communication nature
of QKD restricts the potential growth and makes it more vulnerable to denial of service
attacks. In such attacks if Eve is not able to obtain any key, she will simply cut the
communication channel. The post processing in any quantum key distribution protocol is
usually done over the public channel. In addition, there is the need to have strong
authentication algorithms in order to prevent the man-in-the-middle attack. The attack
using this kind of inconsistency between the theoretical protocol and its hardware
implementation is usually called side channel attacks. Thus, for any practical
cryptographic implementation scheme it is important to carefully design secure sources,
detectors and observe side channels for any losses or eavesdropping.
2.3 Multi-photon approach for quantum secure communication

The security of quantum cryptography is based on the inherent uncertainty in
guantum phenomena. It is the only known means of providing unconditionally secure
communication other than one time pad. Most of the contemporary methods of quantum
communication are BB84 based. However, as seen in the previous section there are some
challenges for implementing QKD with single photons in practice. The multi-photon
tolerant approach to quantum cryptography provides a quantum level security while using
more than a single photon per transmission. A major advantage of this multi-photon
approach is by allowing more than single photon per time slot, with the photons carry
polarization-encoded information at high speed and over long distances [42]. For BB84

and its variants, qubits are transmitted only in one direction, and classical information is
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exchanged thereafter. With multi-photon tolerant protocols data can be sent over quantum
channel without the need of post-processing over classical channel. The three-stage
protocol, braided single-stage protocol, Yuen’s Y-00 protocol are some of the examples
for multi-photon approach. Y-00 protocol is different from QKD protocol in a manner
that it is used as quantum stream cipher.
2.3.1 Three stage protocol

Dr. Kak proposed the three-stage protocol in 2006 [43]. In the BB84
protocol, each transmitted qubit is in one of four different states. In the proposed
protocol, the transmitted qubit can be in any arbitrary state. A method of operation for the

three-stage protocol is transferring state X from Alice to Bob via qubits. The state X is
one of two orthogonal states such as |0)and |1)or %(|0) +|1)) and %(IO) —

|1)) or a|0)+ B|1) and «|0) — B]|1).

The orthogonal states of X represent 0 and 1 by prior mutual agreement of the parties,
and this is the data, or the cryptographic key, being transmitted over the public channel.
Alice and Bob apply secret transformations Ua and Ug that are commutative, i.e., UaUs
= UgUa. An example of this is Ua = R(6) and Ug =R(®), each of which is the rotation
operator

__[cos@ —sinf
R(0) = [sinG cosf

Figure 1 illustrates the operation of the three-stage protocol. A step-wise procedure is as
follows:

1. Alice applies transformation Ua on X and sends the qubit to Bob.
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2. Bob applies Ug on the received qubit Ua(X) and sends it back to Alice.
3. Alice applies inverse operationU, on the received qubit, converting it to Us(X)
and forwards it to Bob.

4. Bob applies U on the received qubit, converting it to X.
At the end of the sequence, the state X, this was chosen by Alice and transmitted over a
public channel, reaches Bob. In the above steps, one can observe that though the
information is sent over a public channel, it is always encoded with some transform at
each leg. Eve, the eavesdropper, cannot obtain any information by intercepting the
transmitted qubi